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Introduction to Rocheston Department of Certification

Rocheston Department of Certification (RDoC) offers very high-quality examinations and
certifications, designed to ensure candidates have the knowledge and skills to

successfully deal with the current dynamic global business landscape.

RDoC'’s Certification programs are designed to foster innovation, create excellence and
comply with standards. The certification examinations are designed to assess competence
based on, and consistent with, the scheme, by written, oral, practical, observational or

other reliable and objective means.

For more information about RDoC,

please visit the website at
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What is the RCCE Certification Exam ?

The Rocheston Certified Cybersecurity Engineer (RCCE) is the flagship certification

program offered by the RDoC. The RCCE certification exam tests the candidates on the

most advanced cutting-edge hacking and intrusion techniques.

The scope of the RCCE Certification scheme is to introduce, educate and demonstrate basic
concepts of cybersecurity policies and governance, risks/threats/vulnerability
assessment, risks/threats/vulnerability management and security incident

response and recovery plan tools for cybersecurity testing purposes only.

All certified candidates pledge to fully support the

Code of Ethics. Any violation of any provision of Y
the Code of Ethics will be subject to action by a ,
review panel, which can result in the revocation 0
of the certification. The candidate will not exploit
the acquired skills for illegal or malicious
<

attacks and will not use such tools in an

attempt to illegally compromise any computer
system. The candidate must agree to comply with
all applicable local, state, national and international

laws and regulations in this regard.
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What is the RCCE Certification Exam ?

The RCCE certification scheme focuses on securing the information technology assets of

an organization including protection of networks, computer systems, programs and data

(structured and unstructured) from unauthorized access and malicious threats.

The certification scope will be analyzed every 2 years and evaluation will be made to

decide on the change if any in the scope of certification.
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Certification Scope

I. Cybersecurity Policies and Governance - 18%
II. Risk Assessment- 40%
III. Risk Management- 26%

IV. Implement Security Incident Response and Recovery Plan- 16%
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RCCE Exam Modality

« Mode - Online proctored

Exam platform - Cyberclass and Rocheston Ramsys are

used to proctor the exam

Question Type - Multiple Choice (Objective type)

Total number of questions - 100 questions
Pass Percentage - 62%

Retake Policy - To schedule and retake the exam
at your convenience, please fill and submit

the Exam Re-take Form
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Eligibility (Pre-requisites) for the RCCE Exam

To take the RCCE Certification Exam a candidate has to fulfill either one of

the below requirements:

Have a minimum of 2 years of work experience in a cybersecurity domain.
Or

Attend and complete RCCE training from a Rocheston Authorised Training Provider.




©
0

* DEPARTMENT
OF CERTIFICATION

The Candidate fills the Exam Eligibility Application Form which can be
found at

The Exam Eligibility Application form is received by the Program Officer.

The Program Officer checks if the candidate meets
the eligibility requirements based on the documents attached.

If Candidates meets the eligibility criteria, An email with confirmation is
sent to the candidate and the payment link will be sent to the candidate.

Application of the candidate is reviewed for conformity/eligibility.
Acknowledgement with acceptance/rejection is intimated to the candidate,
not later than 14 days.

Once Payment is done, Proctor contacts the candidate with
Exam scheduling link.
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Student can schedule the exam based at their convenience.

Proctor contacts the candidate with Exam details & Processes.

Candidate takes up the Exam on the scheduled date and
time following all the process outlined.

If the candidate passes the Exam, they are issued with a soft copy of the
Certificate immediately which is later followed up with an
Acclaim Badge and a Physical certificate.

If the candidate does not pass the exam, they can retake
the exam following the same steps outlined.

If the candidate has special accommodation requirements
please refer the Special Accommodations Policy
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